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Savenko O.S., Lysenko S.M., Nicheporuk A.O. The method of identifying metamorphic virus in the corporate network 

based on modified emulators. The article presents a method of detection the metamorphic virus with using a modified network 
emulators. The idea of a method is to create the estimate of the similarity metamorphic copies of the virus, which is achieved by creating 
for each host his own modified emulator. Received copies of metamorphic viruses compare by using metrics Damerau-Levenshtein. To 
form the conclusion that the metamorphic virus infected systems, done the classification of obtained copies using models similarities of 
metamorfic viruses. 

Keywords: metamorphic virus,  modified emulator, distance Damerau-Levenshtein, opcodes. 
 

.  
.  

, .  
.  

,  
.  

.  ,  ,  ,  .   
 Symantec  2011  Sality  3  [1], 

 2015 ,  ESET,  
 (1,43% ) [2],  

.  
, ,  

,  .  . ,  
 (benign program). 

.  
,  [3,6]  

. 
 

: .  
.  

, , ,  
. , ,  

, ,  
 [4]. 



 " : , , " 
, 2016.  23 

 

 
©  ., .,  . 

106 

. 
.  

, , ,  
 [3-5]. ,  

. ,  
 [6]. 

.   
, ,  

, . 
 [7] ,  

,  city 
blocks. , ,  

 (code transposition). 
 

 [8].  
. 

,  
.  

   
. PF  

 SF ,  
 . .1  
. 

 

 
 

. 1.   
 



 " : , , " 
, 2016.  23 

 

 
©  ., .,  . 

107 

 
.  

,  ,  .  ,   
. , 

,  
,  

. 
, , : 

P={suspicious, non-suspiciuous} 
,  

:  
),,,,,,( HNLYJQMU  (1)  

, M – , Q –   
, J – , Y – , L – 

, , N – , H –  
. 

 0   1,   1  ,  0  – 
. , : 

)11(,, ji uuUuifsuspiciousP  
,  P=suspicious . 

 SF ,  .  
 

. 
 

,  
.   

. ,  
. 
: , ,  

 (MMX, SSE, SSE2 .) ;  
; ;  ( ,  

) .  
, ,  

. ,  CPU 
 

, , ). 
 PF ,  . 

 x86/x64.  
, , ,   

.  
 ( ). 

,  (jz, jnz, jmp .).  
,  

,  ,     
 PF  SF  – .  

 –  [9],  
,    

.  



 " : , , " 
, 2016.  23 

 

 
©  ., .,  . 

108 

                                       
    )      ) 

. 2.  ( )  
  1 2 ( ) 

 
 P,  ip ,  

},...,,{ 21 kpppP .  P ,  
 jmp, jz . ,  },...,,{ 21 lBBBP .  

: }},...,,{},...,,...,,{{ 11211 kiili pppBpppBP . 
   , ,  

mB ||  mppp ,...,, 21 ,  ip   .  jii xxx ,...,, 1 , 
 B  ),( jiB . 

   b  ),( baw . , ),( baw –  
,  ba , ),( abw – , ),(aw  – , 

 ),( bw  –  b. 
.  

 2,  – 1,  
:  

otherwise
baBbBajmpborjzborjnzb

jmpaorjzaorjnza
orsubborandborxorbormovb

subaorandaorxoraormova
orpopbpushbmovaif

baw

ji
F

j
F

ijjj

iii

jjjj

iiii

jji

ji

SP

,2
,,)),()()(

)()()((
))()()()(

)()()()((
),;(,1

),(

1

 (2) 

 gB  hB  – ,  (  n  m ) 
 ),...,,( 21 kaaaA ,  gB  PF , 

 PF
gB ,  hB  –  SF ,  SF

hB  .  

 –  ),( SP F
h

F
g BBdL : 

),(),( MNOPTBBdL SP F
h

F
g ,  

0,0

),()2,2(
),()1,1,(

),()1,(
),()1,(

min

0,0
0,0,
0,0,0

ij

abwjiOPT
bawjiOPT

bwjiOPT
awjiOPT

jij
iji
ji

OPT  (3) 

 
 



 " : , , " 
, 2016.  23 

 

 
©  ., .,  . 

109 

 

 gB  hB ,  
.  

 
(4):  

n

i
l

n

i
li

f

fdL
dL

1

1
*

 (4) 

, 
idL  –  iB , lf  –  idL  

 
, , , ,  

, .  
 ( , , , ,  ) 

.  
,  -

:  
MRIDTdLS ,,,,,  (5) 

, T –  pF  

sF ( pF = sF ); 
D – ; 
 – ; 

R – ; 
M –  pF  sF . 

, 
.  

. 
.    [12]   

: Next Generation Virus Creation Kits (NGVCK), Second Generation Virus 
Generator (G2)  Virus Creation Lab for Win32 (VCL32).  

,  80 . 
,  

 1. 
 

  1.  
 

 
 

. 
  Fuzzy Logic Toolbox 

 Mathlab. :  – 
, , , .  6  



 " : , , " 
, 2016.  23 

 

 
©  ., .,  . 

110 

. ,  – 
.  

.  Low, 
Medium  High.   

 
 – .  

 0  0,25,  
;  0,26  1,  

.   0,26   0,49   1  
,  0,5  0,74 – 2 ,  0,75  1 – 3 .  

 2 .  15% 
, 5% , 11,25 –  68, 75%  

.  
 

 2.  
 

   
   

   
   

   
  

1 0,65 15 0,57 29 0,81 42 0,72 55 - 68 - 
2 - 16 0,86 30 0,70 43 0,51 56 0,61 69 0,72 
3 0,19 17 0,57 31 0,55 44 0,53 57 0,63 70 0,83 
4 0,64 18 0,63 32 - 45 0,63 58 0,84 71 - 
5 0,45 19 0,56 33 0,62 46 0,78 59 0,67 72 0,53 
6 0,59 20 0,68 34 0,23 47 0,62 60 0,69 73 - 
7 - 21 0,72 35 0,59 48 - 61 0,67 74 0,59 
8 0,52 22 0,41 36 0,54 49 0,70 62 - 75 0,47 
9 - 23 0,69 37 0,68 50 0,26 63 0,51 76 0,74 
10 0,61 24 0,79 38 - 51 0,56 64 0,82 77 - 
11 0,14 25 0,68 39 0,39 52 0,81 65 0,69 78 0,58 
12 0,69 26 0,24 40 0,56 53 0,74 66 0,36 79 0,57 
13 0,78 27 0,56 41 0,54 54 0,56 67 0,52 80 0,73 
14 0,35 28 0,69 
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